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NCHOJBb3YEMBIE COKPAIIEHUSA

1. UKC — Unghopmayuonno KOMMYHUKAYUOHHAS CUCEMA
2. KC — KomnvtomepHas cembw
3. OC — OnepayuorHas cucmema



1. OCHOBHBIE TPEBOBAHUSA KOMIIETEHIIUN

1.1. OBIIMUE CBEJEHUSA O TPEBOBAHUAX KOMIIETEHIIUH

TpeboBanus KOMIIETCHIIUH (TK) «CereBoe 151 CHUCTEMHOE
aAMUHUCTPUPOBAHUE» ONPENEISAIOT 3HAHMSI, YMEHUS, HABBIKK U TPYIOBbIE (DYHKIIUH,
KOTOpBIE JIEKAT B OCHOBE HamOoyiee aKTyallbHBIX TpeOoBaHUM paboTomaTeneit
oTpaciu.

[lenbto COpEeBHOBAHMN MO KOMIIETEHLMH SIBJISETCS JEMOHCTpPALUS JIyYLINX
IOPAaKTUK U BBICOKOT'O YPOBHS BBINOJIHEHMsI paOOTHI 1O COOTBETCTBYIOLIEH paboueit
CHEeNUaIbHOCTH WK TIpodeccum.

TpeboBaHUsA KOMIETEHUMU SBISIIOTCA PYKOBOACTBOM JUIS TOJATOTOBKH
KOHKYPEHTOCIIOCOOHBIX, BBICOKOKBATU(UIUPOBAHHBIX CHELUUATUCTOB / padouux H
y4acTHs X B KOHKYypcax npohecCuOHaIbHOTO MacTepCTBa.

B copeBHOBaHMAX 0 KOMIIETEHLIMU INPOBEPKA 3HAHWUW, YMEHHUM, HABBIKOB U
TPYHAOBBIX  (PYHKLIMH  OCYIIECTBISETCS IMOCPEACTBOM  OLEHKH  BBIIOJIHEHMS
IPaKTHYECKON paboThI.

TpeboBanust KOMIETEHUMHU pa3AelieHbl Ha YETKUE DPa3Aeiibl ¢ HOMEpaMU U
3aroJIOBKaMM, KaXKJIOMy pas3zelly Ha3Hau4e€H MPOLEHT OTHOCHUTEIBbHON Ba)KHOCTH,
cymMMa KOoTopheix cocrasisieT 100.

1.2. INEPEYEHb MNPO®ECCHOHAJIBHBIX 3AJAY CIEHNUHAJIUMCTA 110

KOMIIETEHIINHA «CeTeBoe U CHCTEMHOE IMUHUCTPUPOBAHHNE»
Tabnuya Nel

Ilepeyens npodeccuoOHANBHBIX 32124 CHIEHUATUCTA

Breimmonnenue pa60T II0 BbBIABJICHHUIO H YCTPAHCHHIO
HHIOUICHTOB B I/IH(I)OpMaL[I/IOHHO-KOMMyHI/IKaI_[I/IOHHBIX
CHUCTCMAax

- Cnennanuct JOJKEH 3HAaTh U IOHUMATh:
JluuensnoHHuple  TpeOOBaHMS N0  HACTPOMKE U

IKCIUTyaTaIuu yCTaHaBJIMBAEMOTO IIPOrpaMMHOTO
1 | oOecrieueHus 25
OCHOBBI apXUTEKTYPBHI, yCTpOMCTBA u

(yHKUIHOHUPOBAHUS BEIYUCIUTEIBHBIX CUCTEM
[IpyHIMOBIl OpraHM3alUy, COCTaB M CXEMbl padOTHI
OIEPaLlMOHHBIX CUCTEM

CranaapTsl HH)OPMALIMOHHOTO B3aUMOJIEHCTBUS CUCTEM
PernamenTsl mpoBeAeHUs MPO(HUIAKTHUYECKUX padOT Ha
aJIMUHUCTPUPYEMOM UH(OpPMATMOHHO-




KOMMYHHKAIIUOHHOW CUCTEME

NHCTpyKIIMU MO yCTAaHOBKE aJIMUHUCTPUPYEMBIX CETEBBIX
YCTPOMUCTB

NHCTpyKIIMM 10 3KCIUTyaTallud  aJIMUHHACTPUPYEMBIX
CETEBBIX YCTPOWCTB

NHCTpyKIIMM O  YCTaHOBKE  aJMUHHUCTPUPYEMOIO
IPOrpaMMHOTr0 00ecrieYeHUs

NHCcTpykMM 10 3KCIUTyaTalMd  aJIMUHUCTPUPYEMOTO
MPOrpaMMHOTro o0ecrieueHust

TpebGoBanust oxpaHbl Tpyaa Mpu padoTe C amnmapaTHBIMHU,
MIPOTPaAMMHO-AITAPATHEIMHU u IPOTrPaMMHBIMH
CpeICcTBaMH  aJAMUHHUCTPpUpPYyEeMOW  WHGOPMAIIMOHHO-
KOMMYHUKAIIMOHHON CUCTEMBI.

- CrienmanucT JOMKEH YMETh:

NnentuduuupoBath HMHIWJIECHTH, BO3HUKAIOUIUME MpHU
YCTAHOBKE MPOTPAaMMHOT0 OOecnedYeHus, U MPUHUMATh
penieHre 00 U3MEHEHHUH MPOIEAYPhl YCTAaHOBKU
OueHuBaTh CTENEHb KPUTHUYHOCTA HWHUUJCHTOB IIPU
paboTe MPUKIIaAHOTO MPOTPaMMHOTO oOecreueHus
YcTpaHATh BOZHUKAOIINE UHIIUICHTHI

Jlokanu3oBaTh OTKAa3 U MHULUHUPOBATH KOPPEKTUPYIOLINE
JICUCTBUS

[Tonp3oBaThCA HOPMATUBHO-TEXHUYECKON
JOKyMEHTaIMen B 00sacTh HMH(POKOMMYHHKAITMOHHBIX
TEXHOJIOTUI

[IpousBOaUTH MOHHUTOPHUHT aIMUHUCTPUPYEMOM
MH()OPMAITMOHHO-KOMMYHUKAITMOHHON CUCTEMBbI
KondurypupoBatrh omneparmoHHbIE CHCTEMBI CETEBBIX
YCTPOMUCTB

[Tonb30BaTHCS KOHTPOJIBHO-U3MEPUTETBLHBIMU TPUOOpaMu
Y anmapaTrypoun

JIoKyMeHTHUpOBaTh YUYETHYIO uHbOpMAaITUIO 00
HCIOJIb30BaHUU CETEBBIX pecypcoB COTIJIACHO
YTBEPKJISHHOMY T'paHuKy

Obecrieyenrie pabOThl TEXHUYECKUX M IMPOTPAMMHBIX
CPEACTB UHPOPMAIIMOHHO-KOMMYHHUKALIMOHHBIX CUCTEM

- CHCHI/IaJ'II/ICT JOJDKCH 3HAaTh U IIOHUMAaTb

Hcnonb3oBaTh ~ COBPEMEHHBIE  METOABI  KOHTPOJIA
MIPOU3BOAUTEIILHOCTU nH(pOpMaIIMOHHO-
KOMMYHUKAIIMOHHOMN CHUCTEMBI; AHaIu3UpoBaThH

coobmieHusi 00 omuOKax B CETEBBIX YCTPOWCTBAX H
OTEpaloOHHBIX cucTemax; JIOKamm30BBIBATH OTKa3 U
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VHHULMHAPOBATh KOPPEKTUpYrOIME aeucTBust; [IpuMeHsTsh
MpOrpaMMHO-aNmnapaTHele CPEACTBA ISl JAHArHOCTHKU
OTKa30B M OHIMOOK ceTeBbIX YycTpoucTB; I[IpuMeHATH
IITaTHBIE  IPOTPaMMHO-AINIAPATHBIE  CPEACTBA  JUIA
KOHTPOJIA IIPOU3BOIUTEIBHOCTH CETEeBOU
UHOPACTPYKTYpPhl HHGOPMAIIMOHHO-KOMMYHUKAIIMOHHOMN
CUCTEMBI; [IpumeHsTH BHEIIIHUE IPOrpaMMHO-
anrapaTHbIe CpeacTBa TUTSt KOHTPOJIS
IIPOU3BOIUTEIBHOCTH CETEBOU UHPPACTPYKTYphI
UH(OPMAITMOHHO-KOMMYHHUKAITMOHHON CHCTEMBI;

- Cnenuanuct JOJKEH YMETh:
OOmue npuHUUIBl (YHKUHMOHUPOBAHUS anlapaTHbIX,

MPOrPAMMHBIX M  NPOTrPaMMHO-aNMNapaTHbIX CPEICTB
aAMUHUCTPUPYEMOM CETH; ApPXUTEKTypa alnmnapaTrHbIX,
MPOrpaMMHBIX W IPOTrPaMMHO-AIIMAPATHBIX CPEACTB
aIMUHUCTpUpYeMOU ceTu; MHCTpyKIuM I10 yCTaHOBKE
aIMUHHACTPUPYEMBIX CETEBBIX YCTpPOWCTB; MHCTpyKummn
[0  JKCIUIyaTallud  aJIMUHHUCTPUPYEMBIX  CETEBBIX
YCTPOWCTB; HNHcTpykiuun 1o YCTaHOBKE
aIMUHUCTPUPYEMOTO  MPOTrPaMMHOr0  0OecreueHus;
NHCTpykKMM 10 3KCIUTyaTalUd  aJAMUHUCTPUPYEMOTO
IporpaMmMHoOro ooecrnedeHnusi; [IpoTOKOJIBl KaHAIBHOTO,
CETEBOr0, TPAHCHOPTHOIO U IPHUKIAJAHOTO YPOBHEH
MOJENN B3aUMOJICUCTBUS OTKPBITBIX CHCTEM; ba3oBas
ATAJOHHAs MOJENb B3aUMOJECUCTBUSL OTKDPBITBIX CHCTEM;
Mexaynaponssie CTaHJAPTHI JIOKaJIbHBIX
BBIYUCIUTEIBHBIX ceTel; Mogenun uHOOPMAIMOHHO-
TEJICKOMMYHUKAIMOHHOU ceTtu «HTepHeT»; PernameHThI
MIPOBEJCHUS npOPHUIaKTUYIECKUX pabor Ha
aIMUHHUCTPUPYEMOU uH(OPMAIMOHHO-
KOMMYHHUKAIIMOHHOW CHCTEME; YCTPOWCTBO W NPUHLMII
paboThl KaOENBbHBIX M CETEeBBIX aHanu3aTopoB; CpeacTBa
TJIyOOKOTO aHanu3a uH(OPMAIMOHHO-
KOMMYHHUKAIIMOHHOM CUCTEMBI; Metpuku
IIPOU3BOIUTEIIEHOCTH aIMUHHUCTPUPYEMOU
uH(POPMaAITMOHHO-KOMMYHHUKAIIMOHHON CUCTEMBI;
PermamenTsl mpoBefeHUs MPOPHIAKTUYECKUX padOT Ha
aAMUHUCTPUPYEMOH uH(OPMAIMOHHO-
KOMMYHUKAIIMOHHON  cucTeme; TpeOoBaHUS  OXpaHbI
Tpyna mnpu  paboTe C  CETeBOM  ammapaTypou




aIMUHUCTPUPYEMOU uH(OPMAIMOHHO-
KOMMYHHKAITUOHHOW CUCTEMBI,

Peanuzanus CXEMBI pPE3EpBHOTO KOIMPOBAHMUS,
apXMBUPOBAaHWSA U  BOCCTAHOBJICHUS  KOH(DUTryparmii
TEXHUYECKUX U MPOTPAMMHBIX CPEJCTB MH(POPMAITMOHHO-
KOMMYHUKAIITMOHHBIX CUCTEM 110 YTBEPK/ICHHBIM TJIaHAM

- Cnenuanuct JOJKEH 3HAaTh U IOHUMATh:
OOmue npuHUUIBl (YHKUUOHUPOBAHUS AanlapaTHbIX,
IIPOTPAaMMHBIX M IPOrPaMMHO-AIMAPATHBIX  CPEACTB

aIMUHUCTPUPYEMOU nH(pOpMaITMOHHO-
KOMMYHUKAIIMOHHOM CHUCTEMBI; ApXHUTEKTypa
arrmapaTHbIX, TPOTPAMMHBIX U MPOrPaMMHO-ANIAPATHBIX
CPENCTB aIMUHUCTPUPYEMOU nH(OPMAITMOHHO-
KOMMYHUKAIIMOHHOM  CHUCTEMBI; NucTpykumu 110
YCTAaHOBKE aJMUHHUCTPUPYEMBIX CETEBBIX YCTPOMCTB
MH(POPMAITMOHHO-KOMMYHUKAITMOHHON CHUCTEMBI;
NHCTpyKIIMM 10 3KCIUTyaTallid  aJIMUHUCTPUPYEMBIX
CETEBBIX YCTPOMCTB nH(OPMAITMOHHO-
KOMMYHUKAIIMOHHOM  CHUCTEMBI; NucTpykumu 1o
YCTaHOBKE aIMUHUCTPUPYEMOTO MIPOrPAMMHOTO
o0eCIeueHMs; NHCTpyKIIMKN o AKCIUTyaTalu

aAMUHUCTPUPYEMOIO  MPOTPAMMHOTO  OOECIECUCHHUS;
IIpoTOKOJIBI KaHAJIBLHOT'O, CETEBOr0, TPAHCIIOPTHOIO H
MPUKIIATHOTO YPOBHEU MOJEJIN B3aMOJICHCTBUSI
OTKPBITBIX ~ CHUCTEM; ba3oBas  JTalloHHAasT  MOJIEJIb
B3aMMOJICUCTBUSL OTKPBITBIX CHUCTEM IS YNpPaBJICHUS
ceTeBbIM  Tpadukom; MeXayHAPOIHBIE  CTaHAAPTHI
JIOKAJIbHBIX  BBIYHUCIUTEIBHBIX  ceTe  PeriraMeHThI
MIPOBEICHUS pOoUIAKTHIECKUX pabot Ha
aIMUHUCTPUPYEMOM uH(pOpMaIIMOHHO-
KOMMYHUKAIIMOHHOW  cucTeme; TpeOoBaHUS  OXpaHbI
Tpyna npu  paboTe C  CETeBOM  ammapaTypou
aIMUHUCTPUPYEMOU nH(pOpMaITMOHHO-
KOMMYHHKAIITUOHHOW CUCTEMBI;

- Cnenuanuct JOJKEH YMETh:
Hcnonp30oBaTh MpOLEAYpPHl BOCCTAHOBIEHUS JIaHHBIX;

OIIpCACIIAAT TOYKH BOCCTAHOBJICHUA HAHHBIX pa6OTaTI) C
CCpBCpaMH aApXUBUPOBAHHA MW CPCACTBAMH YIIPABJICHUSA
OIICPAIMMOHHBIX CHUCTCM, ITonp3oBaThCs HOPMATHUBHO-
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TEXHUYECKOUN JIOKYMEHTaILUEH B obnactu
MHPOKOMMYHUKALIMOHHBIX ~ TEXHOJOTUH;  BBIMONHATH
IJIAHOBOE apXHMBHUPOBAHHUE MPOTrPAMMHOr0 OOECIeYeHUs
M0JIb30BATENBCKUX YCTPOMCTB COIIACHO IPpaUKy;

BHecenne u3MEHEHUN B TEXHUYECKHE U IIPOTPAMMHBIC
cpelncTBa MH(POPMALMOHHO-KOMMYHUKALIMOHHBIX CHCTEM
10 YTBEPKIACHHOMY ILIaHy paboT

- Cnenuanuct JOJKEH 3HAaTh U IOHUMATh:

Hcrnonb3oBaTh  COBPEMEHHBIE ~ METOABI  KOHTPOJIS
IIPOU3BOIUTEIBHOCTH UH(POPMaLMOHHO-
KOMMYHHUKAIIMOHHOM CUCTEMBI; AHaIM3UpOBATH
coobmieHrst 00 omuOKax B CETEBBIX YCTPOWCTBAX H
ONEPALIMOHHBIX CHUCTeMaX; JIOKamn30BBIBaTH OTKAa3 M
VHHUIMHAPOBATh KOPPEKTUpYIOIME neuctBust; [IpuMeHsTh
MpOorpaMMHO-aNnmnapaTHele CpPEACTBA ISl JIHArHOCTHKU
OTKa30B M OHIMOOK ceTeBbIX YycTpoucTB; I[IpuMeHATH
IITATHBIE  IPOTPaMMHO-AINIAPATHBIE  CPEACTBA  JUIA
KOHTPOJIS IIPOU3BOIUTEIHOCTH CETEeBOU
UHOPACTPYKTYPhl HHGOPMAIIMOHHO-KOMMYHUKAIIMOHHOMN
CUCTEMBI; [IpumeHsTH BHEILIHHE IPOrpaMMHO-
anrapaTHbIe CpeacTBa TUTSL KOHTPOJIS
IIPOU3BOIUTEIBHOCTH CETEBOU MH(DPaCTPYKTYpPHI
UH(POPMaIIMOHHO-KOMMYHHUKAIIMOHHOW CUCTEMBIL;

- Cnenmanuct JOJKEH YMETh:

OOmue npuHUUIBl (YHKUUMOHUPOBAHUS anlapaTHbIX,
IPOrPaMMHBIX Y  [POrpaMMHO-aIapaTHbIX CPEACTB
aIMUHUCTPUPYEMOM CceTH; ApPXWUTEKTypa annaparHbIX,
IIPOTPaMMHBIX Y IIPOrPpaMMHO-AIAPATHBIX  CPEACTB
aIMUHUCTpUpYeMOU ceTd; MHCTpyKIuM II0 yCTaHOBKE
aIMUHHACTPUPYEMBIX CETEBBIX YCTpPOWCTB; MHCTpyKImmn
[0  DJKCIUIyaTallMh  aJIMHHUCTPUPYEMBIX  CETEBBIX
YCTPOMCTB; NucTpyKumn o YCTaHOBKE
aIMUHUCTPUPYEMOIO  IPOIPaMMHOTO  OOECIEeYEHUs;
NHCTpyKIIMM 10 OKCIUIyaTalMd aJAMUHUCTPUPYEMOIO
nporpaMmMHoOro ooecrnedenusi; [IpoTOKOJB KaHAIBHOTO,
CETEeBOro, TPAHCHOPTHOIO M IMPHUKIAJAHOTO YPOBHEHN
MOJIEIM B3aMMOJEUCTBUSA OTKpPBITBIX CHUCTEM; baszoBas
ATAJIOHHAsT MOJENb B3aUMOJCHUCTBUSA OTKPBITBIX CHUCTEM;
MexnyHapoaHbie CTaHIAPTHI JIOKaJIbHBIX
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BBIYUCIIUTEIBHBIX ceTel; Mogenun uHOOPMaIMOHHO-
TEJIEKOMMYHUKAIIMOHHOUN ceTu «HTepHeT»; PernaMeHTsl
IIPOBEJCHUS NpOPHUIAKTUYECKUX pabor Ha
aIMUHUCTPUPYEMOU uH(pOpMaIIMOHHO-
KOMMYHHKAIIUOHHON CHUCTEME; Y CTPOWCTBO W TNPHUHLUII
paboThl KaOENbHBIX M CETEBBIX aHau3aTopoB; CpeacTBa
rJIyOOKOT0 aHanu3a uH(OPMAIMOHHO-
KOMMYHUKAIIMOHHOMN CHUCTEMBI; MeTtpuku
MPOU3BOAUTEIIBHOCTH AIMHUHUCTPUPYEMOU
nH()OPMAITMOHHO-KOMMYHHUKAITHOHHON CUCTEMBI;
PernmamenTsl mpoBeAeHUs MpO(HIIAKTUYECKUX padOT Ha
aIMUHUCTPUPYEMOU uH(pOpMaIIMOHHO-
KOMMYHUKAIIMOHHOW  cucTeme; TpeOoBaHUS  OXpaHbI
Tpyna npu  paboTe C  CETeBOM  ammapaTypou
aAMUHUCTPUPYEMOM uH(OPMAITMOHHO-
KOMMYHHUKAIIMIOHHOW CUCTEMBI;

IIposepumv/coomnecmu ¢ @®I'OC, IIC, Ompacnesvimu cmanoapmamu




1.3. TPEBOBAHUS K CXEME OLHEHKHA
Cymma 06amioB, MpHUCYXKAAaeMbIX MO Ka)XJAOMY acleKTy, JOJDKHA IMOoManaTh B
auama3oH  0ajyioB, ONpEAENEeHHBIX JUIS KaXJOro pasfielia KOMIIETEHIUH,
0003HAYECHHBIX B TPEOOBAHUSAX U yKa3aHHBIX B Tabmuie No2.
Tabnuya No2
MaTtpuua nepecyera TpeGoBaHMii KOMIIETEHIIUH B KPUTEPUH OLeHKH

1.4. CHEIUOPUKALNUA ONEHKN KOMIIETEHIIHN
Onenka KoukypcHoro 3amaHusi OyJIeT OCHOBBIBATbCS HAa KPUTEPHSX,

yKa3aHHbBIX B Ta0muie Ne3:

Tabnuya Ne3
OlIeHKa KOHKYPCHOI'0 3aJaHUA
Onpenensiercs pPErHOHOM B COOTBETCTBUU c
ucnosnb3yeMbiMd OC n CeTeBbIM 000pyI0BaHUEM
Onpenensiercs pErHOHOM B COOTBETCTBUU c

ucnosibzyeMbiMu OC u CeTeBbIM 000pyT0BaHUEM

Ompenensercs PErHOHOM B COOTBETCTBUU c
ucnonb3zyeMbiMd OC u CeTeBbIM 000pYA0BaHUEM
Onpenensiercs PErMOHOM B COOTBETCTBUU c
ucnonb3zyeMbiMu OC u CeTeBbIM 000pYA0BaHUEM
Onpenensiercs PEruMoHOM B COOTBETCTBUU c

ucnosnb3zyeMbiMu OC u CeTeBbIM 000pYA0BaHUEM

1.5. KOHKYPCHOE 3A/IAHUE
Bo3spacthoii nieH3: ot 16 ner.



OO61as mpoaoKUTENBLHOCTE KOHKYpCHOTO 3ananus’: 15 .
KonnuecTBo KOHKYPCHBIX IHEH: 3 HEH

Bne 3aBucuMocTu ot konuuectBa Moayiel, K3 10mKHO BKIOYATh OLEHKY IO
KaKJIOMY U3 pa3/iesioB TpeOOBaHUN KOMIIETCHIIMH.

OueHka 3HaHUWA YYacTHUKA JIOJDKHA TPOBOAMTHCS dYepe3 MPaKTUYECKOe
BhITIOTHEHWEe KOHKypcHOro 3ajanus. B jgomojiHEHME MOTYyT — YYUTHIBAThCS
TpeboBaHMsI paboTojaTesne JUisi MPOBEPKU TEOPETUUECKUX 3HAHUM / OLEHKH
KBaJTU()UKAITUH.

1.5.1. Pa3paboTka/BbI00p KOHKYPCHOTO 3aJaHUS

KonkypcHoe 3amanme cOCTOMT U3 3 MOAYJIeH, BKIIOYAET 00S3aTEeNbHYI0 K
BBITIOJTHEHUIO YacTh (MHBapHAHT) — 2 MOJYJIE€H, U BApUATHUBHYIO YacTh — | MOJYyIb.
OO0m1ee KOaUYecTBO 0AIOB KOHKYpPCHOTO 3afanus coctasisieT 100.

OOs3aTenpHas K BBIMNOJHEHUIO YacTh (MHBAPUAHT) BBIMOJHAETCA BCEMU
peruoHaMu 0e3 UCKJIIOYEHHS Ha BCEX YPOBHSIX YEMITHOHATOB.

KonudectBo Mopyneii W3 BapuaTUBHOW 4YacTH, BBIOMpAETCS PErHOHOM
CaMOCTOSITENIbHO B 3aBUCUMOCTH OT MAaTE€PUAIIbHBIX BO3MOYKHOCTEW IUIOIIAJIKU
COPEBHOBAaHMI W MOTpeOHOCTEN palboTojaTeNel pernoHa B COOTBETCTBYIOIIUX
crienMaIMcrax. B ciaydae ecnm HM OAWMH W3 MOXYJEH BapuUaTUBHOM 4YacTU HE
NOJXOJUT TOJI 3aIpoc paboToJaTeNs] KOHKPETHOIO PErMOHa, TO BapUAaTHBHBIN (€)
MOAYJIb (M) (POPMUPYETCS PErMOHOM CaMOCTOSATEIBHO MO 3ampoc padoToaaTes.
[Ipu »TOM, BpeMsi Ha BBIMOJIHEHUE MOAYS (i) U KOJIMYECTBO OAJIIOB B KPUTEPUSX

OIICHKH IO aCTICKTaM HE MEHSFOTCS.
Tabruya No4

MaTtpuna KOHKYPCHOI0 3a/IaHUA

NHCcTpyKIus 110 3an0JHeHUI0 MaTpuLbl KOHKypcHOro 3ananus (Ilpunoxenune Ne 1)
1.5.2. CTpykTypa MoayJ/ieid KOHKYPCHOT0 3a1aHus (MHBAPUAHT)

Monyas A. (Ayoum)
Bpems na évinonnenue mooynsa 5 uacos
3ananue:

PykoBoactBo wactHoM IT-mikonsl u3-3a HHM3KOM  KBadu(UKAUU  OBIBIIETO
CHUCTEMHOr0 aJMHUHHUCTpPATOpa CTOJKHYJOCh C psiioM MpobsieM. bwuio mpuHSTO
pellIeHue NMpUriacuTh Bac, kak BBICOKOKJIACCHOTO CIICIIUATIMCTA, 111 UX PEIICHUS.

ITepen BamMu mocrtaBiieHbl 3aJjaud, ONMMCAHHBIX B TEXHUYECKOM 3aJlaHUHU, KOTOPbHIC
HY’)KHO PEIIUTh 33 OYEHb KOPOTKMU TMPOMEXKYTOK BpemeHu. K coxaieHuro,

! Vrasvisaemes cymmapnoe epems na evinonnenue ecex mooyneti K3 0OHuM KOHKYPCAHMOM.
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MIOCKOJIBKY CHEIHANINCTa B OPraHU3allMM HE OCTaJoCh, HEKOTOPBIE M3 TPEOOBAHHUU
MOTYT 3By4aTh HE OUE€Hb BHSTHO.

[Ipeapiaymuii crienuaIucT UMeNl HACTOJIBKO HU3KYIO KBaTU(UKAIUIO, YTO 3a
BCE BpeMs OOCIy’)KMBaHUS CYILIECTBYIOLIEH JIOKaJbHON CEeTM Tak W He colpan
HEOOXOIMMYIO CETEBYIO TOKYMEHTALIHIO.

Baia nepBas 3a1aua — COCTaBUTh BCIO HEOOXOAUMYIO JJisi 00CITY>KMBaHUS CETU
nokymeHTanuio. bnanku ns Bac yxke noarorosiens (mpunoxenue Nel).

B BeImOnHEHUM 3amaHusi €CTh OJUH CEpbE3HBIM HIOAHC — Bbl paboTaere
yAan€HHO, TO03TOMY (U3HYECKH OOHApPYKHUTh YCTPOMCTBA HE MPEACTaBISACTCS
BO3MOXHBIM, & BCE OIE€paIiy NPUIETCS BBITOIHATH C KOMIIBIOTEPA aIMUHUCTPATOPA.

[Ipeablayminii aAMUHUCTPATOP OOPUCOBAN CTEK TEXHOJIOIUH, UCIIOIb3yEMBI B
CETH OpraHu3alluu:

CereBoii cTEK:

CeTh CErMEHTUpOBaHa no cranaapty 802.1q

ipv4

stp

vip

lacp

vrrp(keepalived)

ospf(ftr)

gre

CepBuCHBIH CTEK:

ms ad

dns

dhcp

ms rds (rdp)

crontab

smb

nfs

ftp

drbd

oc2fs

nat(dnat, snat, masquerade)

squid

rsyslog

dfs

ms ad group policy

web(apache2/nginx/iis)

db (mysql)
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ntp

openssh

ms ca

B kauectBe cepBepubix OC BricTynmarot: debian 10, debian 11, redos 7.3, ms
win 2012/2016/2019/2022

B kauectBe knuentckux OC BeIcTynaroT: ms win vista,7,8,8.1,10

PexBU3UTHI JOCTYyIAa K KOMIIBIOTEPY aIMUHUACTPATOpA:
- [Tporokon: VNC
- [P-ampec: OyneT BeIIaH mepes HauaaoM KOHKYPCHOTO JTHS
- [Topt: OyzeT BbIjaH nepe]] Ha4yajaoM KOHKYPCHOTO JTHS
- Jlorun/Ilapons: OyaeT BblIaH nepes HauajaoM KOHKYPCHOTO JTHS
Crnenuduxanus oleHKH
B pamkax pgaHHOrO MOAyJs OIICHUBAIOTCS HABBIKM ayJIdTa HMMEIoNIeics
ceTeBoi HHPPACTPYKTYPHI.
[IpoBepka pe3ynabTaTOB BBIMOTHEHUS 3aJaHUS OCYIIECTBISCTCS OICHUBAIOIIUMHU
IKCIIEPTAMU Cpa3y MO OKOHYAHUH BBIIEIICHHOTO HA MOIYJIh BpeMeHU. B nanpHeinem
IPOBEpKa JaHHOT'O MOAYJISl OCYLIECTBIATHCS HE OyIeT.

Moayas b. (Hacmpoiika mexHuueckux U NPOCPAMMHBIX  CPEOCHE
UHPOPMAYUOHHO-KOMMYHUKAYUOHHBIX CUCEM)

Bpems na evinonnenue mooynsa 5 uacog

3aganus:

1. B mxone co3naHbl ABa KOMIBIOTEPHBIX KJIacca JJIsI M3YUYEHUsI ONEPALIMOHHBIX
cucteM windows u Linux. B kax/oM Ki1acce €CTb KOMIIBIOTEPHBIE MECTA YYEHUKOB U
MecTo mnpenojaBareiisi. Kakue-To HacTpONKH OBIBIIMI CIIEHIMAIUCT MBITAJICS CIeIaTh,
HO HEHW3BECTHO 4YTO M HACKOJIBKO npaBWibHO. HyXHO mnpoBEpUTr U 1IpHU
HEOOXOMMOCTU HACTPOUTH OKPYKEHUE KIIACCOB, IIPU ATOM:

1.1. Bce ycTpoiicTBa AOKHBI UMETh AOCTYI B UHTEpHET. i 3TUX 3a7a4 ObIBIINN
aIMUHHUCTPATOP YCTAaHOBUJI MAapLIPYTU3aTOP, KOTOPBIA yXKE€ IOAKIIOUYEH K
IIPOBaNIEPy, HO HACTPOUTD €I0 CKOPEE BCETO HE yCIEN

1.2.  AnMHHHCTpaTOp CKa3aJ, 4YTO KJIACChl HYKHO O00S3aTE€IbHO pPa3BECTH IIO
pa3HbIM ceTsIM. MBI HE 3HaEM, 4TO 3TO 3HAYUT, HO Pa3 HAJIO - CHEJIANTe

1.3. Taxxe ¢ agMUHUCTpPAaTOpOM ObUI Pa3roBOp O TOM, 4YTOOBI YCTpOWCTBa
IIPENOJABaTeNei M YYEHUKOB HACTPAUBAJINCh ABTOMATUYECKH JUIS IIOJYyYCHHS
JOCTYIIa B UHTEPHET

1.4. B opranuzanum JAEWCTBYET JKECTKas NOJUTHUKA HCIOJb30BaHUS WHTEPHET-
pecypcoB:

1.4.1. JIns y4eHUKOB B MHTEPHETE JOJIKHBI OBITh JOCTYIIHBI TOJIBKO JIBa pecypca:
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https://gb.ru/

https://dnevnik.ru/

1.42. ina  nmpenomaBaTened, KpoMe [BYX IE€PEUYUCIECHHBIX TAKXKE MOXKHO
UCII0JIb30BaTh

https://firpo.ru/

1.5. [Jns KOHTpoJsis 3a YyYEHUKaMM, KaXJOMy I[pENnojaBaTelll0 HYXXHO J1aTh
BO3MOXHOCTh B PEXHME pPEAJIbHOTO BPEMEHU YINPABIATH pPAOOYMMHU MECTaMH
YUYEHUKOB B CBOEM Kjacce. Ham oueHb coBeTOBasid MpoOrpaMMy veyon, HO BbIOOD
IPOTOKOJIA U IPOrPaMMBbI 33 BaMHU.

1.6. Jlns goctyma K yCTpPOMCTBAM HY’KHBI YYETHBIE 3alKCH MoJib3oBarenei. OHu
JOJDKHBI YIPABIATHCA LIEHTPAIU30BAHHO, YTOO MOKHO OBLIO MPU HEOOXOIUMOCTH
N00aBIATh WU YJIAJATh 3aUCH. TpeOyroTcs clieytonie YYETHbIEC 3aUCH:

1.6.1. JlecsaTh cTyaeHYecKux: Jjorud/mapoib - studentX/P@sswOrd, rme ‘X° —
nopsiAKoBbI HOMep (o1 1 10 10)

1.6.2. JIse mpenonaBarenbckux: Jjorus/maponb - teacherX/P@sswOrd, roe ‘X° —
nopsiAKOBbIA HOMep (0T 1 10 2)

1.6.3. OgHa amMUHUCTpATUBHAS: JOTHH/Tapoiib - admin/P@sswOrd

1.7. Bce mpaBa s MONB30BATENEN B CHCTEME JOJDKHBI MOAYUHATHCS NPUHLUILY
«MHUHUMAJIbHBIX U TIOCTATOYHBIX):

1.7.1. YueHukr HMEIOT MHMHHMAaJbHBbIE TIpaBa: TOJBKO 3aIMlyCK YCTAHOBJIEHHBIX
nporpaMm (yCTaHOBKa 3ampelleHa), co3fgaHue ¢GaiaoB M KaTajloroB TOJBKO B
JIOMAIIIHEM KaTaJIore ¥ Ha COOTBETCTBYIOIIIEM CETEBOM pecypce

1.7.2. IlpenogaBaTenu 1pasa, aHaJIOTUYHBIE YIEHUKAM, HO C BO3MOYKHOCTBIO JIOCTYTIA
K CETEBOMY PECYPCY YUEHHKOB

1.7.3. ATMHUHUCTPATOp — MaKCUMAaJbHBIE ITPaBa

1.8. Hamumwre NpOCTEHBKMH MaHyajl MO YOPABICHUIO II0Jb30BATEISAMU IS
BallIEr0 PEIIeHUs

(>keNaTenbHO ¢ KapTUHKAMH, YTO0 TOHSATHEE ObLIO)

1.9. Tak xe agMUHUCTPATOP JOJKEH MMETh BO3ZMOXHOCTH IIEHTPAJIU30BAHHO, CO
CBOEr0 paboyero MecTa, yCTaHaBIMBATh HY)KHbIE IMPOTrPaMMbl, pa3MEIIEHHBIE B
CETeBOM Kartajore apps, Ha KOMIIBIOTEpHI B Kiaccax. JKenarenpHo, 4TOO perieHue
ObUIO MPOCTHIM, HO YHHBEPCAIbHBIM (HAIIOMHUM, €CTh KOMIBIOTEPHI ¢ windows u
Linux). Beioop pemienus 3a BaMH, HO TaKXKe HY>KEH MaHyaJl, OIKUCHIBAIOIINIA KaK 3TO
CelNarth.

1.10. Bcem nosb3oBaTesisiM HEOOXOJUMO CETEBOE XpaHWIUILE A1 oOMeHa ¢aiinamu:
1.10.1. Jlns ydamuxcs — 310 Karanor students. B HEM OHU TOJDKHBI UMETh
IIOJIHBIE TIPaBa

1.10.2. Jlns mpenonaBareneld — katanor teachers. B HEM OHM JOJDKHBI UMETh
NIOJIHBIE
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npaBa, a TaKKe MPernoaaBaTeNH TOJKHBI UMETh TIOJIHBIE MpaBa Ha KaTayor students
1.10.3. JInst atMUHUCTpaTOopa — Katajior apps. AJIMUHUCTPATOP JIOKEH UMETh
IIOJIHBIE TIPaBa HAa BCE CETEBBIE KATAJIOTH.

1.10.4. Heobxoanmo 17151 Ka’Kaoro nojib30Barelis Ha paboyeM CTOJIe pa3MECTHUTh
SPJBIKY 7151 JOCTYIA K TEM KaTajoraM, K KOTOPbIM OHU UMEIOT MPaBo Ha JIOCTYII.

2. [Ikone HeoOXoauMa CHUCTEMa DJIEKTPOHHOrO OOYy4YEHUsI U CalT Ha OCHOBE
CMS. Jlns sTux HyXJ IIKojJa MpuodOpena JBa BHUPTyalbHBIX cepBepa. Bam
HEOO0XOIUMO:

2.1.  YcTaHOBHUTH CHUCTEMY DJIEKTPOHHOTO OOYYCHUS

2.1.1. Ona pomkHa OBITH JOCTYIIHA C KOMIIBIOTEPOB B Kjaccax IO aJpecy
https://elearning.it-school.local

2.1.2. Tlpu nepexoje He TOKHO BOZHUKATh OLIMOOK

2.1.3. Cucrema fgomxHa ObITh MHTEIPUPOBAHA C YYETHBIMH 3aIIUCAMHU B CETU

2.1.4. CucreMa AomkHaA MPOAOKATH pabOTaTh Ja)xe MPU BHIKIIOUYEHUU OJHOTO U3
JIBYX CEPBEPOB

2.2.  YCTaHOBUTH CaMT:

2.2.1. Caiit mommkeH OBITH JOCTYIIEH C KOMIIBIOTEPOB B KJACCe IO aJipecy
https://www.it-school.local

2.2.2. Ilpu nepexojie HE TOKHO BOZHUKATh OIIMOOK

2.2.3. CaliT nomxeH mpoJIoJbKaTh paboTaTh Ja)e MPHU BBIKIIOUEHUH OJTHOTO U3 JIBYX
CEpBEPOB

Bce daiinpl 1 apxuBbl, HEOOXOAUMBIE ISl PEIICHUS 3aJaHUsl PACIOJIOKEHBI B
KaTajore 1o cchbulke: OyAeT BbIAAH Mepel HauajJoM KOHKYPCHOTO JHs
Cnermudukanus OneHKH

B pamkax [aHHOro MOJyJid OLEHHUBAIOTCS HAaBBIKM NPOEKTHUPOBAHUA MU
Pa3BEPTHIBAHUS CETEBOU HHPPACTPYKTYPHI.

[IpoBepka pe3yiabTaTOB BBIOJHEHUS 3aJaHUS OCYIIECTBIAETCS OLEHUBAIOIIUMHU
JKCIIEpTaMU Cpa3y N0 OKOHYAHUU BbIIIEHHOTO HA MOAYJIb BpeMeHu. B nanbHeiiem
pOBepKa JIAHHOT'O MOAYJISl OCYIIECTBISATHCS HE OY/IeT.

Monyas I'. (Muzpayus)
Bpems na evinonnenue mooynsa 5 uacoe
3apanus:
bonbmas 4Yacte HMHQPPACTPYKTYpHBIX CEpPBHCOB IIKOJBI peaju3oBaHa C
ucnonb3oBanueM OC windows 200812. 1o pazroBopy ¢ ObIBIIUM aMHUHHUCTPATOPOM
u3BecTHO, 4yTo Ha MS windows 200812 Obu1 peanu3oBaH cieayomuid (QyHKIIMOHA:
MS AD
DNS
DHCP
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NAT

OSPF

VPN

RDS

MS CA

Beb6caiit Ha IIS

B sToM 3amanuu, 175 MPOBEPKHU PEIICHMS B KQUECTBE KIMEHTA VpNn U KIMEHTA
BHYTPH IIKOJIBI OyayT npenyctaHoBiensl knuentckue OC, winlO.

Bama 3agaua cocToMT B TOM, 4TOObI BOCCTAHOBHUTH BECh CEPBEPHBIN U
CepBUCHBIN (GyHKIMOHAT B moidHOM o0BéMe Ha OC Linux, B TOM dmclie ¢
OpUMEHEHUEM CpeACTB BupTyanuszauud. B kadectBe OC Linux BaM Oyayr
npenoctasiaeHbl waodnonsl redos 7.3, debian 10,11, apyrue mo npenBapuUTeIbHOMY
COTJIaCOBAHHUIO.

Taxke mocrapaitech U30aBUTCS OT 12 KOMMYTaTOpOB CiSCO, B HUX OOJIbIIIe
HET HUKAaKON HeoOXoauMocTh. AJnpecarusi 0a30BbIX CETEH MPHU 3TOM H3MEHHUTCS HE
JIOJDKHA.

Knuentckue cTaHIMM TepeHacTpauBaThb HET HEOOXOAMMOCTH, JAHHBIX Ha
KJIMEHTCKHUI CTaHIUSAX HET, IEPEHOCUTh HUYETrO HE HaJl0, HO OOIME MANKU U JaHHBIE
B OOLIMX IMamkax, KOTopble paboramu Ha windows, NOMKHBI Takxke pabdoTarh
KIMEHTCKUX CTaHITHSIX.

AyTteHTuUKAaIMSA TOJb30BaTENe M CaMU TOJIb30BAaTENU JIOJDKHBI OBIThH
NepeHeceHbl WK Mepeco3/laHbl Ha HOBYIO miiatdopmy. [laponu Becex monb3oBaresei,
KOTOPBIX KOHKYPCAHT MOXET OOHAPYKUTh B cTapoM jomeHe - P@sswOrd. Hanmummre
HEOONIBIIYI0 JOKYMEHTAIMIO 10 YMNPaBICHUIO MOJb30BAaTENISIMHU, KaK MX CO3/1aBaTh,
yAaJsaTh U U3MEHITH B HOBOI miaTdopMme.

JlomenHoe nMsl caiita u (pailyIoBbIX CEpBEPOB HE TOKHO OBITh U3MEHEHO.

AJlpeca JTOJDKHBI Ha3HA4yaThCs aBTOMAaTHYeCKW. JlomyckaeTcs M3MEHEHHe
aJpecoB KIIMEHTOB, HO HE CEPBEPOB.

Bce kiueHThl TOKHBI UMETh J0CTyN K ceth MHTepHer 6e3 Mcroib30BaHus
ayTeHTH(UKAINH

1110361 TOKHBI OOMEHUBATHCSI MapLIPyTaMH MO MPOTOKONIY AMHAMUYECKOM
mapiupytuzanuu ospf. L0361 10MKHO OBITH B Mape, ONTUMU3ALNS B 3TOM aCIeKTe
KpaiiHe HE PEKOMEHIyETCH.

Kinuent out-cli JomkeH UMETh JOCTYI K BHYTPEHHEH CEeTH, MOJAKII0YAsICh 110
3alUIIEHHOMY KaHaly 4epe3 BUPTYaJbHYIO YACTHYIO CETb.

Knuent out-cli gomkeH HMETb BO3MOXKHOCTh ayTEHTU(DHUIIMPOBATHCS U
3aMycKaTh MPWJIOKEHHUs, HaXOosAIIuecs Ha cepBepe rds, uepe3 cuctemMy yAal€HHOTO
J0CTyM K paboyemy cToiry. BeiOop mpoTokoia 3a KOHKYpCaHTOM.
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Caifir nmomkeH OBITh II€PEHECEH M JIOCTYNIEH II0 TOMY K€ aJpecy,
HE3aIUIIEHHBIE COCTMHEHUSI JOJKHBI OBITh MepeHarpaBieHbl Ha 3amuiieHubie (http
=> https).

Hamumure HeOONbITyI0 TOKYMEHTAIlMI0, KakK KIWeHTy out-cli 3amyckarh
yAaNEHHBIN pabouyuii cTOI Ha cepBepe rds.

Crerudukanus OIeHKH

B pamkax pmaHHOro MOMAYJS OLIGHMBAIOTCS HABBIKM Pa3BEpPTHIBAHUS
Pa3ITUYHBIX UHOPACTPYKTYPHBIX CEPBUCOB.

[IpoBepka pe3yJabTaTOB BBHITIOJHEHUS 3aJlaHUsI OCYIIECTBIISIETCS CPEIACTBAMU
ABTOMATU3MPOBAHHON MPOBEPKH Cpa3y IO OKOHYAHWH BBIJCIICHHOTO HA MOIYJIb
BpeMeHHU. B nanpHEe#eM mpoBepka JaHHOTO MOIYJISI OCYIIECTBISITHCS HE OyIeT.

2. CIIEHUUAJIBHBIE ITPABUJIA KOMHETEHHI/II/IZ
1. VYyacTHHUKaM 0OpH BBIIOJIHEHUM BCEX MOAYJIEM MOXHO UCIIOJIb30BaTh
WHTEPHET-PECYPCHI, 3a UCKITIOUCHUEM:
— CucrteM KOHTpOJISl BEpCUid
— OO6menns MOCPEICTBOM (hopyMOB/MECCEHIIKEPOB/MHBIX CpEICTB
KOMMYHHKaIMU — BU€0X0CTUHT OB
2. VY4acTHUKK UMEIOT MPaBO 3a/1aBaTh YTOUYHSIOIINE BOMPOCHI dKCIEpTaM (Kpome
JKCIepTa HACTaBHUKA) W BIpaBe MOJYYUTh OTBET, €CJIM BOIPOC HE Mpearnojaraer
noJIy4eHHs] THGOPMALIMK O peasu3allii KOHKPETHON TEXHOJIOTUU
2.1. JINYHBIA HHCTPYMEHT KOHKYPCAaHTAa
HyneBoit - HENb3s HUYETO MPUBO3UTS.

2.2. MaTepI/IaJ'[I)I, 060py)10331me N UHCTPYMEHTHI, 3alIpCIICHHbIC HA TJIOIIA/IKE
MoOuibHBIE YCTPO#CTBa, yCTpolcTBa (POTO-BHACO (DUKCAIMH, HOCUTEIH HHGOPMALIKH.

3. IlpuJio:keHus

[Ipunoxenue Nel MHCTpYyKIIKA O 3aNIOJIHEHUIO MaTPUIBl KOHKYPCHOTO 3adaHus
[Tpunoxenue Ne2 MaTpuna KOHKYpCHOTO 3aJ1aHHS

[Tpunoxxenue Ne3 Kpurepuu olieHKH

[Ipunoxenne Ned HHCTpyKIMs MO OXpaHE Tpyla M TEXHHKE O€30MacHOCTU IIO
KoMmneTeHIUU «CeTeBOe U CUCTEMHOE aJIMUHUCTPUPOBAHUE)

[Ipunoxenue Ne 5 Ueptexu, TEXHOTOTUUECKUE KAPThI, AITOPUTMBL, CXEMBI U T.1.

2 Vkazvieaiomes: 0cobeHHOCMU KOMNEMeHYUl, KOMopble ONMHOCAMCS KO 6CeM 603DACIHBIM KAMe20PUAM U YeMRUOHAMHbIM
JUHeUKam 0e3 UCKIOYEeHUS..
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